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ABSTRACT
Phishing attacks, a form of social engineering, have been
one of major security issues in the Internet for years. In or-
der to decrease the problems caused by phishing, we need
to know why people fall for phishing. This is the question
discussed in this paper. As finding it is proposed that main
reasons for success of phishing are the lack of knowledge,
lack of attention and feeling of being secure among average
users. Anti-phishing tools are available to detect phishing
content; however, most users do not either use them or do
not care about the security warnings. In this paper it is pro-
posed that users are so accustomed to accept security and
other warnings that they are not able to distinguish the real
threats from routine acceptances. Also, users are not aware
of the structure of computer systems and the Internet, which
makes them easy target for attackers.
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INTRODUCTION
Phishing attack is a semantic type of computer security at-
tack. Instead of trying to find vulnerabilities in network or
software, phishing attacker – or phisher – pretends to be
someone else in order to obtain confidential information,
such as passwords or credit card numbers [7]. Phishing is a
typical social engineering technique. Typical forms of phish-
ing attacks are fraudulent websites, e-mail messages where
sender might be spoofed or even phone calls. Phishing has
spread all over the Internet, especially in payment and finan-
cial services. Recently phishing attacks have been reported
also in social media [3]. The total costs of the phishing in
2007 was approximated to be over 3 billion USD [8]. The
phishing is clearly a critical problem and much research and
software development have been done in order to reduce the
problems caused by the phishing.

Despite the work that have been done to detect and prevent
phishing, which has caused some positive impact, it is still

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, or
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.
CHI 2011, May 7–12, 2011, Vancouver, BC, Canada.
Copyright 2011 ACM 978-1-4503-0267-8/11/05...$10.00.

a major issue. Different technical solutions are available to
automatically detect fraudulent websites or email messages
and warn the user. Moreover, some of the phishing attempts
are seemingly poorly implemented: a person who is aware
of the threats and understands the Internet technology can
easily detect the fraudulent website in most cases. However,
people still tend to fall for phishing, thus the problem is not
only the software and technology, but also usability.

This is the problem discussed in this paper. In order to
develop web browsers or applications to shield users from
phishing, we need to know, which properties and details in
fraudulent websites or emails make people to trust those [6].
Also, we need to know which is the major reason for success
of phishing: the lack of knowledge among users, successful
phishing strategies or something else. The purpose of this
paper is to find and provide answers for these questions.

The main findings are listed below.

• The users feel that they are in the control on the Inter-
net. That may lead to false assumption, that security is
not necessary.

• The users are so accustomed to security warnings that they
do not care them. They might not even notice those.

• The users lack knowledge about computer systems. They
may not be aware of basic functionality and structure of
the Internet and computer software.

There is no experimental part in this study. All the facts
are based on other scientific surveys or valid statistics. The
findings of other surveys and statistics are assembled and as
the result new findings are being proposed.

The main purpose of this paper is only to find out, why
phishing works - not to find out, how to prevent phishing.
That question would be wide enough for another survey.
However, as some results have been found out, some pos-
sible solutions are also proposed, though the solutions are
not on the main focus. As most of the reasons for success
of phishing are associated to users, it is clear that improv-
ing usability of the applications and training the users might
mitigate the success of phishing attacks

This paper is divided in five sections. After the introduc-
tion the background of phishing is reviewed: different phish-
ing strategies are explained and compared, motivation for
phishing is explained and efficiency of phishing is evalu-
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ated. In third section phishing detection and prevention tech-
nologies and strategies are explained. In fourth section the
user awareness and phishing detection technologies are eval-
uated to find out, what makes people to fall for phishing. At
the end of this section the reasons for success of phishing
are summed up and some possible solutions for preventing
phishing attacks are mentioned. Finally the whole paper is
concluded at the last section. In the conclusion the paper is
shortly summed up and main points are listed.

BACKGROUND
Anti-Phishing Working Group defines that phishing is “a
criminal mechanism employing both social engineering and
technical subterfuge to steal consumers’ personal identity
data and financial account credentials” [3]. Phishing is not
completely new threat in the Internet. The word “phishing”
was invented already in 1990s among hacker communities
[15]. According to Anti-Phishing Working Group reports,
already in 2004 hundreds of phishing attacks was reported
every month. [1]

Since 2004 the amount of reported phishing attacks have in-
creased significantly. Between April and June 2010 more
than 30,000 unique phishing websites was detected every
month. However, the number of new phishing sites had sig-
nificantly decreased since record high August 2009, when
56,000 unique phishing websites was detected. [3]

Most of phishing attacks are targeted on payment and finan-
cial sector. These combined over 70% of all phishing at-
tacks at second quarter of 2010. Other remarkable sectors of
industry where phishing was targeted were classifieds, auc-
tions, retail and service, gaming and social networking. [3]

Phishing emails are usually considered to be spam. This
is not wrong classification, although phishing emails sig-
nificantly differ from the ordinary spam messages. Typi-
cal spam message tries to sell a product or service, whereas
phishing message tries to convince the user and make her to
believe that message is from legitimate organization. Phish-
ing messages differ from the other spam by their form, con-
tent and purpose, thus spam filters are not effective on detect-
ing and preventing phishing messages. However, phishing
message contains no useful information and can be catego-
rized as spam. [8]

Motivation for phishing
Considering that large majority of phishing attacks are tar-
geted against payment services or financial industry, it is ob-
vious that motivation for phishing in most cases is financial.
However, also other motivators for phishing exists, includ-
ing identity thefts, malware distribution, password harvest-
ing and even industrial espionage. [15]

Since beginning of 2000s as the Internet became popular
among ordinary, non-expertise users, it has been very fer-
tile place to fool people. Users are not aware of how fast and
easy is it to generate a random web page which claims that
every visitor will have money, if they provide their credit
card number. These facts have made phishing to a tempt-

ing chance to fool people and it have been proved to work at
some level.

As phishing attackers mostly appear to be someone else and
the identity can be spoofed, chances of getting caught are
relatively low. Moreover, phishing activity can be ran from
anonymous server and targeted to other countries, which makes
the phishing even more safe from attackers point of view.

Phishing is also technically much easier to do than hacking
and breaking firewalls. Also, phishing produces almost al-
ways immediate profit such as personal data or credit card
numbers. In contrast, in order to gain financial benefit, tra-
ditional hackers should break very secure bank systems.

Phishing attacks
There is several possible strategies to implement the phish-
ing attack. Phishing attack can be an email message targeted
to a limited group, a website targeted to all possible visitors
or phone call against a single person.

In most cases phishing websites and emails are targeted for
anyone. Usually the motivation for phishing is a financial
profit, thus phishers do not care who they fool. The only es-
sential requirement is to get users to give up some confiden-
tial information. Hence, the phishing websites are mostly
targeted against anyone who is vulnerable to phishing at-
tacks. Phishing attacks are considered to be successful when
the attacker is able to manipulate user to trust the website
or email and to give up something personal or confidential
information.

In some cases the phishing attacks may be specially targeted
against a single person or organization. In these attacks the
motivation is mostly different - instead of the money, the
phisher is probably after something else such as trade secrets
or personal damage.

Usually the phishing websites are advertised somehow - for
example by spamming emails. In practice, phishing web-
sites may be as simple as copy-pasted HTML content from
the legitimate site. Phishing attacks can be implemented in
many different ways, which require more or less technical
skills. Some of the most common phishing attack strategies
are listed below.

Domain based attack
In domain based attack, the DNS server or DNS cache mem-
ory of the victim’s computer have been compromised. When
user accesses to her web bank, the connection is actually
redirected to malicious server which steals the username and
password. This is so called man-in-the-middle attack. Im-
plementing this requires, however, some technical knowl-
edge. Some solutions are also available to avoid DNS at-
tacks, such as utilizing DNSSec.

Another way to do domain based attack is to register a do-
main name which resembles a common, known domain name,
for example pàypal.com. This makes the detection of phish-
ing difficult for the user. [5, 13, 14]
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Spear Phishing
Spear phishing [5,7] is a method where phishing is focused
on a single user or very limited group, such as a work team or
the department of organization. Spear phishing could be for
example an email message which appears to be sent by team
leader who asks team members to update their passwords in
the malicious website. Spear phishing messages may seem
more personal than generic spam post.

Search engine phishing
One way to fool people is to develop a convincing web site,
such as e-commerce, and optimize it so that it will be de-
tected and indexed by search engines. Once the site has
many visitors, it is likely that some users will register and
give up their personal information. [5]

Content injection
Content injection is a method where a real, legitimate web
page or email message is modified so that for example a link
is replaced by the malicious one. Users mostly trust the links
in legitimate websites, which makes this strategy efficient.
[5, 13]

Malware
Another way to find out data and passwords is to develop the
software which looks like trustworthy and useful. The soft-
ware might, however, include some invisible components
which collect passwords from the computer and sends them
to the malicious server. In this strategy, the trick is to make
people download and install the malicious software. [5, 13]

Popup-window attack
A popup-window attack [14] is a type of attack where the
phishing link actually redirects the user to correct, legiti-
mate website. However, the link also opens a popup-window
which might ask some confidential information. From users’
perspective this looks like that the popup-window is opened
by the legitimate website, although it is the actual phishing
site.

Context aware phishing
Context aware phishing [9] refers the scenario, where the
phisher has collected something personal information about
the victim, such as information about her browsing history,
background or relationships. These details make the phisher
look more trustworthy, as the message is much more per-
sonal. Also, the victim easily thinks she can trust the phisher
because the phisher already knows much about her. The vic-
tim does not always realize that all the information might be
quite easily available for anyone.

Efficiency of phishing
There is no reliable statistics on the success rates of phish-
ing attacks. The reason for this is that not all phishing at-
tacks are reported and the victims do not always realize that
they are getting phished. Moreover, implementing an au-
thentic study is not simple. The participants should be se-
lected randomly and they should not be aware of the study.

Basically, real phishing attacks should be made to get au-
thentic results. This is, however, morally questionable way
to do research. [10]

Some approximations about the success rates of phishing
have been made. The studies are mostly based on a single
phishing strategy and limited target group. However, these
studies give us some approximative results which are good
enough.

According to study of research and analysis company Gart-
ner Inc. [2] about 19% of all participants reported having
clicked link in phishing email. About 3% of the participants
had also given up personal or financial information. The
study was conducted in 2004, thus the numbers might have
changed since.

Study performed by Jagatic et. al (2007) [9] shows that up
to 70% of users fall for phishing messages which seem to
be sent by their friend. The same study also points out that
about 15% of users enter their personal credentials in the
link provided by an unknown person from the same domain
name. The study was targeted for college students and the
phishing messages were sent from the university’s domain
name.

Another survey by Jakobsson et. al (2006) [10] proposes
that success rate of a single phishing attack could be around
11% realizing in 24 hours. In the study, content injection
attacks were conducted using instant messaging system.

All of these studies are relatively old by now. The users’
awareness might have be improved since but also the phish-
ers are more active and quality of phishing attempts may
have been improved. Anyway, the assumption that success
rate of a single phishing attempt is around 5% is probably
not overestimated. Moreover, it seems that the success rate
of a single phishing attempt can be significantly improved
by utilizing technical subterfuges such as spoofing email ad-
dress or using content injection attack or social contacts of
victim. Regardless of exact value of success rate, the phish-
ers can anyway spam the phishing messages for thousands of
users and thus easily get dozens or even hundreds of victims.

DETECTION AND PREVENTION OF PHISHING
If we want to find out, why phishing works, we need to know
how phishing attacks can be detected. There is different
strategies for detecting a phishing website or email, some
of those used by human and some by computer software.
In this study the strategies are divided in two parts: human
strategies and automatic strategies. The human strategies are
those, which users use to decide if they trust the website.
The automatic strategies are the strategies used by security
software to help users to detect phishing.

Some of the strategies are used both by computer and hu-
man. In practice the decision is mostly a mixture of human
and automatic strategies: for example the security software
may warn user that the website has no valid certificate and
then human needs to make decision if the website is trust-
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worthy or not.

Human strategies
Human strategies are based on users’ knowledge and intu-
ition. Typically the human strategy is to find some secu-
rity indicators from what they see: the website content and
browser [6]. Here the most common indicators used in hu-
man strategies are listed, explained and their relevance is
evaluated.

Look and feel
For many users, the look and feel of the website is the most
important factor when determining legitimacy of the web-
site. The trust decision is made based on what the website
looks like: is there images or animations, does the overall
look like convincing or is it easy to use.

These are not totally irrelevant points because some phish-
ing sites might include broken images or poor translations.
However, many phishing sites are well implemented and in
these cases, detection strategy based only on look and feel is
useless.

Address or domain name
Many users are aware of domain names and thus understand
to check the location of the website or sender’s email ad-
dress. Spoofing the email address or implementing attack
against domain name system (DNS) is possible, but this strat-
egy, however, is an improvement compared to strategy based
only on look and feel.

Security features
Some users understand also the real security indicators, such
as “https” in the address bar, padlock icon on the browser’s
status bar or even security certificates. These are very rel-
evant indicators and user who checks these always before
sending confidential information, is quite safe.

Other strategies
Some users utilize several miscellaneous strategies to de-
fine the credibility of website. Users might, for example, do
Google search with the page title and look for the same web-
site among search results [6]. Some users even try to input
their username and wrong password to the website and make
their trust decision if the password is rejected. However, this
strategy fails on man-in-the-middle attacks. [14]

Also, the source of the link is very significant factor in trust
decision. If the link is sent by a friend in social media or by
a student of same university, the user is much more likely
going to trust the website [9].

Automatic strategies
In order to mitigate the damage of phishing attacks, much
software development have been done. Several anti-phishing
tools have been developed, for example browser plugins and
anti-virus software, to warn about malicious websites and
detect so called Trojan horses or spyware. Many browsers
also have some built-in security features to warn about sus-
picious websites.

In most cases, the anti-phishing tools do not make the trust
decision: usually they only warn the user or ask the con-
firmation if the user is really willing access to the website.
Like humans, anti-phishing tools also use different strategies
and utilize different heuristics to detect the malicious web-
site, email message or software [7]. These strategies and
heuristics are discussed next.

Blacklists
Blacklist is a database, which keeps up-to-date list of all
known phishing websites. The idea is that every time a web-
site is loaded, the browser connects the database and asks,
if the website is trusted or not. The problem with blacklist
is that lifespan of a single phishing website is very short.
Moreover, it takes some time before the phishing website is
detected and reported. Thus, keeping the database up-to-date
requires much resources.

Blacklists may decrease the amount of phishing sites, be-
cause once the website is blacklisted, it is mostly removed
quite soon. However, using the blacklists causes also redun-
dant network traffic for the end user, as the browser needs to
make requests to the blacklist service at times. The end user
also needs to trust the maintainer of the blacklist.

Whitelists
Whitelists are the opposite of the blacklists. The idea is
same: the web browser asks from the external service if the
website is trusted or not. However, instead of the phishing
websites, the service has up-to-date database of trusted web-
sites. If the website is found from the database, it must be
trustworthy.

The problems in whitelists are partially same as in the black-
lists. It is practically impossible to maintain an up-to-date
list of all websites in the world. However, the idea in whitelists
is not to detect a malicious websites, but verify and certify
the legitimate websites. The whitelists could for example in-
clude all the web banks and financial services which is not
impossible.

Content based heuristics
Another common way to automatically detect a malicious
website or email message is content based heuristic. This
method is based on assumption that phishing emails or web-
sites have some specific characteristics that can be program-
matically detected. For example the anti-phishing tool might
look for some common words or sentences that are typically
found in phishing websites.

Content based heuristics is definitely not reliable way to de-
tect malicious content, but in some cases it may provide use-
ful information for a novice user. The same method is a
commonly used in spam filters.

Security feature verification
The browsers and email servers can also verify the com-
mon security features and notice the user if any suspicious
found. For example the browsers commonly verify that the
TLS/SSL-certificate is signed by trusted authority and is not
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expired. Also, some mail servers make so called reverse
DNS lookup for the sender’s domain name before accepting
mail, because they have noticed that the majority of spam is
sent from false domain names.

The problem with these methods is that many services and
websites may use expired certificates or the certificate is not
always signed by valid authority. This does not necessarily
make the website malicious, which may cause confusion in
users. Moreover, this is how users get accustomed to accept
security warnings.

REASONS FOR THE SUCCESS OF PHISHING
Despite all the effort to detect and prevent the phishing at-
tacks, they are still a common problem. There is a few
optional reasons for this: either the users do not use anti-
phishing tools, users do not care about security warnings, or
anti-phishing tools do not detect the malicious websites. In
this section we discuss about user awareness and knowledge
about phishing, efficiency and usability of anti-phishing tools
and efficiency of different phishing detection strategies. The
goal is to find out the main reasons for success of phishing

Efficiency of anti-phishing tools
As discussed previously, anti-phishing tools utilize different
strategies to detect the phishing and warn the user. However,
these tools may never be able to effectively protect the user
against all phishing attacks, as tool developers and attack-
ers are in continuous race against each other. Moreover, it
may be impossible to develop heuristics which could always
detect if the website is trustworthy or not, without any false
positives or negatives.

Blacklist based anti-phishing tools have some strengths, but
there is always some delay before a new phishing site is
added to blacklist. Moreover, blacklist based phishing filter
can be bypassed by DNS-poisoning: according to study by
Abu-Nimeh et. al (2008), none of the seven different anti-
phishing tools detected the DNS-poisoning based phishing
attack [4]. The content was copied from the legitimate web-
site but the service was actually running on wrong server.

Even though anti-phishing tools may detect many malicious
websites, they are not perfect and user can not trust that in-
stalling anti-phishing tool is the solution for the all possible
phishing attacks. However, even the more critical problem is
that users who are not aware of the threats – such as phish-
ing – are unlikely going to install and use any anti-phishing
tools. Even the users who have anti-phishing tools installed,
do not always notice the warning or care about them [7].

Wu et. al (2006) pointed out at their study that passive secu-
rity toolbars are very ineffective in preventing the users from
visiting fraudulent websites [14]. The most of their partici-
pants totally ignored the toolbar security notifications. The
possible drawbacks in the usability and functionality ofthe
anti-phishing toolbars are listed below. [14]

• A toolbar is a relatively small compared to large main
window which shows the content of the website. Users

may not even notice if there is some warning text.

• The toolbar shows security-related information but users
are mostly not interested in security as it often only slows
down their web browsing.

• Users may not trust the security toolbars, especially if the
toolbar has given false information sometimes.

Popup warnings produced significantly better result than pas-
sive toolbars warnings. Those did not completely prevent
users from accessing to website, but the users were much
more careful. Some users, however, ignored also the popup
warning. They thought that the warning was wrong or they
did not trust it because they did not have seen such a warning
before. [14]

Knowledge and awareness of users
Generally, the purpose of anti-phishing tools is not to com-
pletely prevent users from accessing to possibly fraudulent
websites. The purpose of them is only to give users some
external security indicators, if the user is unsure whether the
website is trustworthy or not. Many users have not any anti-
phishing tools installed at all. The user is anyway the one
who makes the final trust decision.

Human users rely on different cues to avoid falling for phish-
ing attacks. These cues might be, as explained earlier, ad-
dress bar and domain name, content of the website, email
address of the sender or real security indicators such as TLS
certificates and “https” at the address bar.

Some of the cues can be easily spoofed but some of them
are trustworthy. Expert users are mostly aware of how to
avoid falling for phishing. In contrast, many novice users
are not even aware of such a threat – and even many of those
who are, do not have any idea which security indicators are
trustworthy and which are not. Hence, the Internet is full of
potential victims for phishing attacks.

In study conducted by Dhamija et. al (2006) they point out
several factors for success of phishing [6]. One key factor
is lack of computer system knowledge among the Internet
users. Users may not be aware of how operating system,
applications and web works. They may not even know what
is difference in web applications and native applications.

Furthermore, many users lack of knowledge of security. They
do not understand, what the closed padlock icon means in
browser status bar – and even if they do, they can be fooled
by placing the icon on the body of website [6]. Users also
have difficulties on understanding, which area of the display
is part of the website, and which is part of web browser or
operating system. Some users are not aware of the syntax of
domain names. For example users might think that website
in www.paypayl-security-login.com must be part of Paypal
service and belong to paypayl.com [6, 14].

Phishers often use visual tricks to mimic legitimate web-
sites [6]. For example very convincing texts or images on
the website may fool even an advanced user. Some users
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may even have a false understanding that for example logo
of the Google can only appear on the websites of Google and
its partners.

Another factor is lack of attention. Even if the users are
aware of the basic security indicators and have the under-
standing about the domain name system, they might still be
vulnerable for phishing attack. When the users are focused
on their tasks, they may not read warning messages or notice
other security indicators.

Maybe even more common problem is lack of attention to
absence of security indicators. If the user is in hurry or very
concentrated, she may not remember to check the existence
of the padlock icon or correct domain name. For example, if
the web bank login page seems otherwise normal, even the
expert user may not check the existence nor validity of TLS
certificates.

In study by Dhamija et. al (2006), they also point out that
more than half of users make the decisions about trusting
the websites based only on the website content and domain
name. Participants in the study were randomly selected uni-
versity staff and students. About 30% of the participants
were aware of the padlock icon or the security certificates.
As a result of the study, even 80%-90% of participants were
not able to distinguish the well made spoofed websites from
real websites.

Feeling of security
One more important factor is the feeling of security. The
security is not only reality but also feeling. For example,
people are not afraid of risks that are familiar, under their
control and not discussed very much. On the other hand,
people exaggerate risks that are talked about much or affect-
ing them personally [12]. Hence, as long as phishing attacks
are not talked about in media, nor affecting the users them-
selves, users do not consider phishing attacks to be a big
risk. Especially as experienced Internet users feel that the
computer and websites are under their control and they can
close the browser on any second, it is natural that phishing
does not feel very critical risk.

Personal security – as security in general – is always a trade-
off. In order to obtain security, user needs to give up some-
thing. That may be money (buying anti-virus software) or
work efficiency (time spent for virus scanning) or something
else. [12]

For the most users, security is not a primary goal. Actually
for many users security is something necessary but boring
or even unwanted. Some users find it irritating to answer
security related questions [11]. Users may feel that security
features only slow down their primary tasks. Most users who
work much on computer are used to accept security or other
warnings regularly. Many programs show error messages
and warnings frequently despite the fact that users do not
understand them and in many cases users do not even read
them. This is not good for any stakeholder: all the error and
warning messages only slow down the users’ tasks and the

real security warnings are useless as users only skip them.
It is a known fact that the more popup confirmations user
needs to do, the less effective those are. [14]

Thus, it is not a surprise that users may not be willing to
spend much time or money because of security in the Inter-
net. They may feel that it is not a good trade-off: they need
read security messages at times, check the security indica-
tors frequently and care about privacy every time they input
their username and password to website. For the users’ point
of view they may not get anything as response. They could
as well stop caring the privacy or security; the risk that some-
body would get their password feels to be very low and the
risk that something really harmful could happen them even
lower.

This is why people may intentionally disable or ignore secu-
rity warnings. They do not feel them to be so important that
they should waste time for reading those. They may think
that the risk is overestimated in general and that they can
take care of themselves in the Internet.

Findings
As a result it seems that there is no single reason for suc-
cess of phishing. Several factors affect to behavior of users
in the Internet and also usability and functionality of web
browsers, websites and computer software in general might
make the phishing easier from the phishers’ point of view.
The main findings are listed and explained below.

• Lack of knowledge
Most users do not have the basic understanding of struc-
ture of Internet and computer systems in general. This
implies that users also have false assumptions of which
factors make website credible and which security indica-
tors are relevant.

• Lack of attention
Even though users might have appropriate knowledge to
avoid phishing websites, they often lack the attention when
working intensively or browsing websites. They may not
notice or read the security warnings or other security in-
dicators. Also, users may not notice the absence of the
security indicators, such as padlock icon in the status bar,
when there should be one.

• Inefficient anti-phishing tools
The current available anti-phishing tools include problems
related both functionality and usability. Tools may not de-
tect malicious websites that are well implemented. More-
over, anti-phishing tools are not efficient even though they
might technically work, as users mostly ignore them.

• Usability of computer systems in general
Users are so accustomed to accept security warnings and
other error messages that they do not feel that those are
important. Hence, this poor usability of software and op-
erating systems make people to ignore also real security
warnings.

• Feeling of security
Users feel that web browser is under their control and they
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do not need redundant security features to slow down their
job. They might think that security risks in the Internet are
over-hyped.

According to current knowledge, it seems that lack of knowl-
edge and lack of attention of the users are the major reasons
for success of phishing. However, there is not much research
results available about feeling of the security and how that
affects the users’ behavior on the Internet, thus there could
be space for further research on this area.

Solution proposals
Considering these facts, some possible solutions should be
available to prevent the phishing or at least to mitigate the
harm caused by phishing attacks. These may be training the
users, developing new usability solutions or developing bet-
ter anti-phishing tools with also better usability.

Training all the Internet users is not practically possible.
Also, even if the users were trained, it is still unclear how
efficient that would be – the users could still not care about
their security as they might not feel that important. Devel-
oping better anti-phishing tools is one option – however, it
is likely that developing a perfect anti-phishing tool is not
possible in practice.

Hence, the way to go is improving the usability of the web
browsers and other relevant software so that users would take
the warnings more seriously. In most cases it is not efficient
to only warn user that something is wrong and user should
not proceed. Users mostly take the risk, because they have
some reason to do whatever they are doing. The better solu-
tion could be to advice the users how to finish their tasks in
a safe way. [14]

As pointed out earlier, one reason for the ignoring of the se-
curity warnings is that there is so much warnings and error
messages shown for the users. Most of these are also totally
useless. For example, some firewall softwares ask confirma-
tion from the user for every single process that is accessing
to the network. Average user is not aware of the meaning of
all those messages. Users mostly accept all those warnings
to get rid of them. Thus, the warnings are useless as they are
not read but only accepted.

Also, web browsers always show large warning message if
the user is accessing a website, which security certificate has
expired. This is not correct approach. The website with an
expired or not validated security certificate is technically not
any less secure than the website with no certificate at all –
like almost all websites. Actually even an expired or invalid
security certificate provides a secured connection between
the client and the server. However, the legitimacy of the
service can not be verified if the certificate is not valid.

Thus, the correct approach would be not to show big warn-
ing messages to users, which they should accept. Instead, the
website with invalid certificate could be shown same way as
the websites without certificate at all. The users should not
get a false assumption that the website with invalid certifi-

cate is verified to be legitimate. However, users should not
either get a false assumption that the website is fraudulent,
as an expired certificate does not mean that.

In overall, the computer systems should show less alerts for
the users. Most of them are never read and they are mostly
slowing down users’ primary tasks. In really important cases
the user should be warned clearly in a way that standard user
understands. Warning which says that website certificate has
expired means nothing to most users.

Finally, to avoid confusion the companies should follow some
standard practices when building security critical websites [14].
For example, the certificates should be up to date and veri-
fied by an authority. It is very common that even large com-
panies have expired certificates on their web services. Also,
the companies and organizations should use the one, consis-
tent domain name, so that users could not easily be spoofed
with false domain names.

CONCLUSION
In this paper we discussed about why people fall for phish-
ing. At first, background of phishing was explained, such
as what motivates phishers, and different phishing strategies
were listed. After that the automatic and natural strategies
for detecting and preventing phishing were presented. Fi-
nally, the reasons for why phishing works were evaluated
and some new findings were proposed.

There is several strategies for detecting phishing. Human de-
cisions are often based on look and feel of websites, the cor-
rectness of text content or visual appearance. More advanced
users are aware of the security indicators, such as encrypted
connection and validity of the security certificates. Auto-
matic strategies used by security software are based on lists
of known malicious websites or technical properties, such as
validity of certificates or correct domain name.

The main reasons for success of phishing are users’ lack of
knowledge and attention or false assumption about function-
ality of the Internet and software. Also, the users do not
always feel that they need any external security features or
warnings. As a solution it is proposed that usability of the
software should be improved – and not only the security soft-
ware but all software. Users should not be disrupted with
useless warning messages. Also the companies should keep
their security certificates up to date and domain names and
services in standard format to avoid the confusion among
users.
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